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TCP SYN scanning

A
——SYN +Port 113
—RT— I
S
Source Destination
192.168.0.8 192.168.0.10

TCP SYN {550 235 1 5 4]
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SYN / ACK—— ﬁ\‘
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TCP ACK scanning
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-sT TCP connect() 3, XF FRSTE B ENE H Edhid g KM EEE KSR EE
-sS FHEME, BROBREHEITEEIEARGZHE. i, FE Root BUR-

-sS -sN & FIN 4. Xmas Tree. Null A
-sP ping 34, Nmap EREH O, BIAESMEH ping 336, REFEVAEE, Nmap A 4k,
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il: nmap --script=brute 192.168.6.101

nmap --script=brute ip T A} 4% % . MB. SNMP4 847 4 £ 69 & 5 58t
ffl: nmap --script=vuln 192.168.0.101
nmap --script=vuln ip f2#% &R

#0: nmap -script external baidu.com

nmap -script external url #t47whoisf# 47

FoiF F P 4 B AT B sk HiaRAE, A U R NmapBL A B T BRI A
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FHit]

182 92.114. 245 ]

435
ot pw— RS RUHLIS 2 23 1 {64 55— TP
Hostnames abc yho314.com m => 3306%% n: MYSQIﬁ?EEHﬁ%H@ﬁi?’Eﬁﬁ ]

https://www.shodan.io/host/182.92.114.245 “ So%ﬁﬁ M. Imﬁﬁ%%*,ﬁ&jﬁ u}
225 % 1 : SSHAR % i B A 0
AT RS0 A /nesktani
H A ettt R -0 182.92.114.245

: = s
PX 38081 Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-05-29 14:31 CST
Nmap scan report for 182.92.114.245
Host is up (0.025s latency).
Not shown: 996 filtered tco ports (no-response)

PORT STATE SERVICE VERSION
I 3 2
%ﬂ;ﬁ% vk 22/tcp  open ssh OpenSSH 7.4 (protocol 2.0)
80/tcp  open http nginx
m > m%"rli 443/tcp open ssl/http nginx

%wu% 3306/tcp open mvsal MvSOL 5.6.50-1log
Warning: 0SScan results may be unreliable because we could not find at lea t 1 open and 1 closed port &“$}‘JHZ!}L4~
Aggressive 0S guesses: DD-WRT v24-sp2 (Linux 2.4.37) (97%), Microsoft Wind ws XP SP3 or Windows 7 or Windows Server 2012 (|
97%), Actiontec MI424WR-GEN3I WAP (96%), VMware Player virtual NAT device 96%), Microsoft Windows XP SP3 (95%), Linux 3. TR RE R
(93%), Linux 4.4 (93%), BlueArc Titan 2100 NAS device (90%) ﬁﬂ;gﬁm}‘m

o exact 0S matches for host (test conditions non-ideal).
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// 22/ TCP

OpenSSH 74

SSH-2. 0-OpenSSH_7. 4
Key type: ssh-rsa

Key: AAAAB3NzaClycZEAAAADAQABAAABAQDYCCQ) JFT1gowl JhLEM3RUAT+1Le+ht +yuG/XeWFVpxaZW

55J2021mdzwS+£Q3E6XZxH InFHc6yS7kTF6B7£0rLCub01ps JH1vh600NB1 +C22/ 1p21 aekeXDdv
Xok1gV0/VkxbmXH1 11d/c7CtchH46Yx0sWIGREVRSROR tbp1spn*631QZaTn1 JiXnh1 £VXTtdPaD
1EqZT/JE. 1hikjZnQ2PaHJaV0efg2ybJs 'YEb1e0FBb Imy luBD1Lg
KJ#ND7wzimIuORESAR 1EOKKK5Bx4F 410Bv6q0xG1 4CCPGG] J4G JDTd1 0e JTQT 12THA4Y
Fingerprint: la:£9:65:65:ae:dd: d8:4e:de:feiccrd0:cB:Zerdd:2c

// 443 / TCP [

SSL Certificate

Certificate:
Data
Version: 3 (0x2)
Serial Number:
31:72:4d:69:0£:26: £ 77:7e:33:07:68: d5: 9c: Te:8d.
Signature Algorithm: sha384WithRSAFncryption
Issuer: C=CN, 0=Trusthsia Technologies, Inc., CN=Trusthsia RS DV TLS C G2
Validity
Not Before: Apr 11 00:00:00 2024 GHT
Not After : Apr 11 23:59:59 2025 GMT
Subject: CN=abe. yh0314. con

1% JA 45 5%y Assh-hostkey & 3 FUZSSHAR 449 EALE A4z

[~/Deskton]
I script ssh-hostkey crip gs ssh_hostkey=full 182.92.114.245
starting Nmap 7.945VN ( https://nmap.org ) at 2024-05-28 22:14 CST
22/tcp open ssh

[Nmap scan report for 182.92.114.245
ssh-hostkey:

Host is up (0.033s latency).

|  ssh-rsa AAMAB3NzaClyc2EAAAADAQABAAABAQDVCCQjIFT1gowUIhLtM3XUiT+ile+ht+yuG/XcWFVpxqZWssJ20:

[LmdzwS+tQ3E6XZ <H1NFMc6y87kTF6B7 fOrLCub01psIM1vh600mBi+CZ2/ip2iaekgXD4vXok1gVo/VkxbmxM11Id/c7C1

[chH46YX0sWIGRS /RSQORtbplspn+631QZqTn1JiXmh1fVXTtdPaDLEGZT/jELhsWBM3uktlhikjZnQ2PaHIavoefg2ybIs

FgqB3pCQnKbKG 'YEb1e@FBbImy1uBD1LgKIXND7wzimIu@RESARIEOKKK5BX4F410EV6qoXxGi4CCPGGII4GIDTdioelT¢
T

[PORT STATE SERVICE

Desktop
-p443 --script ssl-cert 182.92.114.245
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-05-28 22:33 CST
Nmap scan report for 182.92.114.245
Host is up (0.035s latency).

P.«T  STATE SERVICE

+43/tcp open https

| ssl-cert: Subject: commonNam

| Subject Alternative Name: DNS:abc.yh0314.com

| Issuer: commonName=TrustAsia RSA DV TLS CA G2/organizationName=TrustAsia Technologies, Inc.,

countryName=CN Ss /T S]E:B%E\

| Public Key type: rsa
| Public Key bits: 2048

| signature Algorithm: sha384WithRSAEncryption
Not valid before: 2024-04-11T00:00:00
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~/Desktop
t 182.92.114.245

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-05-29 13:38 CST
443/tcp open https

| _http-csrf: Couldn't find any CSRF vulnerabilities.

| http-vuln-cve2011-3192:

VULNERABLE:

Apache byterange filter DoS

State: VULNERABLE

IDs: BID:49303 CVE:CVE-2011-3192
The Apache web server is vulnerable to a denial of service attack
overlapping byte ranges are requested.

Disclosure date: 2011-08-19

References:
https://seclists.org/fulldisclosure/2011/Aug/175
https://www.tenable.com/plugins/nessus/55976
https://www.securityfocus.com/bid/49303
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3192
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CVE-2011-3192:
“Apache byterange filter Dos”
FATVEE IR AR FE 46 Rk 5%

XA Y I R A A Bk 3 T A
I R IERE MG I HTTPE K,
# F Apacheli 55 25 #9545 Y8 Bl i
RN, FIRBR RS AR IHERER,
M3 55 v T
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POI—N 53 Hr

TS HIEIL: pOf R [ ISHNI]

-i <iface> 82 ME T Y R 4 432 1

-r <file> B AR T RS i 0 28 B S

-p- WHE -2 RER MR R

-L- 5 i BT w4 0

-f <file> TERBEIRE (pOL.fp) R, S48 2 WA B A B

-0 <file> F A5 EVE N8 W H &S

-s <name> [A]% unix socket [#i#] API

-u <user> VAR E FI P S8 1778)Y, TAEH SR 24 mi AR E 3t
-d VUJa Gl )5 s 7 pOf |, T 2 -0 i -s i I3

[ POBMIKIPVAMIPVESk. TCPk. TCPEEURN FARMEE |
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pOf

For CETFFIRR
AN SRAT T SRR B AT DA B 2R i 47 B

redump.
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RS RITR MENE AR

POf——EL{E
pOf -i eth0  IRERFLLethOF O HHE BERIRFELE T RLUE B
e, Mo R E R

pof 3.09b by Michal Zalewski <lcamtuf@coredump.cx> —

Closed 1 file descriptor.
Loaded 322 signatures from '/etc/pof/pof.fp'. g}him
Intercepting traffic on interface 'etho'.

Default packet filtering configured [+VLAN].
Entered main event loop.

192.168.215.128/42122 — 120.253.253.33/443 (syn) 1-

2.168.215.128/42122

e e

params generic
raw_sig = 4:64+0:0:1460:mss%22,7:mss,sok,ts,nop,ws:df,id+:0

.~[ 192.168.215.128/42122 — 120.253.253.33/443 (mtu) 1-
|

| client 192.168.215.128/42122 -
| link Ethernet or modem %k{#ﬁim (MTU) w 1 500?:[]#

| raw_mtu 1500
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POf— .4 #r
EXHRAUER

raw_sig:sig = ver : ittl : olen : mss : wsize , scale : olayout : quirks : pclass

M = iy F i F AR IP 4R JETPVO IR

c BITE TTL FoRIPEMTTLE (& — i, TTLERE—)
© BER PRLKE FRIPV AR 7 B ok H TPV 6 i e Sk 3 iy K

S L1 = MTU TR RSB A 1460474

5 = &0 RA FRTCPHIT O R/NAmss*22, & B LI FFH7
L VA = olayout BS54y WA SR A HES T CPI% I 43

+ B quirks 125> FRIP BT CPkL 8 i 4 Itk AL 5% 3] F R IR 1 1L

S VAV = pclass AR KA
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Zenmap%ﬁl\:T 10.10.10.0/24 |E3:| Intense scan
nmap -T4 -A -v 10.10.10.0/24 Bl RENE

EHWRE AP ERERE, |
RS R B AL, g o
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AT EER
Zenmap 2§ R M ¥aFME

Hosts
B 182.92.114.1 o hest was not port scanned
B 18292.114.2 (o} host with fewer than 3 open ports
M 182921143 o host with 3 to & open perts j‘n m“h Méﬁ@%ﬁiﬁ
A 182921144 ) host with more than § open ports -
B 182921145 ECIM  nostis a router, switch, or WAP
B 182921146 5
Traceroute connections
B 182921147 = i ki 1 é:l: 73
icker line means higher round-trip time
B 182921148 mi] M “H=n
& Aeariee primary traceroule connection
A 18292114.12 i gl

no traceroute information

ORI 222 KR

Additional host icons

182.92.114.13
182.92.114.14
182.92.114.15
182.92.114.1e
182.92.114.17
182.92.114.18
182.92.114.19
182.92.114.20
182.92.114.21

[Ei| router

PRI AL B SRR

8] wireless access point
=]
5]

firewall

Ee>e

host with some filtered poris
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A 182921141 @ 22 p open  ssh OpenSSH 8.0 (protocol 2.0) M 182921141 st Status
A 182921142 @ so p open  http nginx 1.14.1 A 182921142 ot
B 182921142 @® 443 closed https M 182921143 ne /33
& 182021144 @ 3306 1wp open  mysql MysSQL 8.0.26 B 182921144 :
& 182921145 @ 7000 1t closed  afs3-fileserver A 182921145 99
A 182.92.114.6 @ 7001 top closed  afs3-callback B 182921146
& 182921147 @ 7002 tp closed  afs3-prserver B 182921147 ts
& 182921148 @ 9998 tp closed distinct32 182.92.114.8 4
@® 999 1w open  http Apache Tomcat (language: en) i
B 182.92.114.12 00 182.92.114.12

1829211414
B 1829211415 t

EZM B LB T WindowsEHL linux3 e I
#ls FreeBSD. MySQL. F# RS 45~ :
BRI R M 25 2

182.92.114.13 3 i
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3 % (L
T B P (& AP ) .
. o g RO S FH R e R iR DES, S B 18149 /2
DES | Data Encryption Standard FETRRAES
56-bit X FREEH, 64-bitHH SCHIA o EETEAORIURHEAL, BRALA T RRRNE etk
(BERa7bit 2 #f A it Fi PRk & Sub Bytes Mix Columns
Fybit)

AN g —Fh Shift Rows I Add RoundKey

16 round Feistel [} %%

Main Takeaway: AEEFEM A ##EE
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RSA | Rivest, Shamir, Adelson Algorithm

d E /N
C=M*modn M = CYmodn ) ;
AHHENY  A4H{D,N} S
(= (e
AR ¥R

XA BOAHEREAE g PR it
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Lab Crypto Ch2 ZJUAAA SimpleRSA

from sympy import mod_inverse

rom Crypto.Util.number import *

from Crypto.Util.number import long_to_bytes

- e
mzc+nxk
result, flag = gmpy2.iroot(m, e)
i True == flag:

n result

print(m)

int(Long_to_bytes(n)) ‘@

Flag Flag =
=AAA{Ace_Attorney_is_very_fun_Phoe b'AAA{touma
nix_Wright&Miles_Edgeworth} -
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DES B
] B ) R

10bits 1000bits 10° bits
Encryption Time /s 0.0005562305450439453  5.0067901611328125¢-06  0.0010752677917480469
decryption Time /s 2.3126602172851562-05  5.9604644775390625e-06  0.0010645389556884766
DES
—
=H
10bits 1000bits 10° bits
Encryption Time /s 0.0008182525634765625 8.58306884765625e-06 0.0033576488494873047 s .
[=]
. e
decryption Time /s 2.9802322387695312e-05 8.106231689453125e-06 0.003479480743408203
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AES

Encryption Time /s

decryption Time /s

RSA

Encryption Time /s

decryption Time /s

10bits

0.0005285739898681641

2.2172927856445312e-05

10bits

0.0035524368286132812

0.002075672149658203

1000bits

3.5762786865234375e-06

4.0531158447265625e-06

1000bits

0.0005922317504882812

0.0020351409912109375

10° bits
0.00017762184143066406

7.200241088867188e-05

10° bits
0.28232765197753906

1.1794416904449463

B
R

Accept!
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